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Introduction 

This Acceptable Use Policy helps to protect students, staff and the School by clearly stating 

what use of the computer and technology systems and resources are acceptable and what is 

not.  Use of School computer and technology systems and resources must be in support of 

the aims and objectives of the curriculum.  All systems and resources are owned by The Liwa 

International School for Girls.  This policy also covers portable computer systems.  Staff will 

be informed of any changes to this document via e-mail.    

1. Data protection  

 a. Staff must use complex passwords and change them regularly to enhance security. 

 b. Staff must not disclose any password or login name to anyone. 

 c. Students must not use any member of staff’s personal login to any of the IT systems for 

any reason.  

d. Students must not be allowed to use staff PCs unless there is direct supervision, e.g. 

Student Presentations. 

 e. All reasonable precautions should be taken to secure any data or equipment removed 

from the school premises  

f. The school’s IT support department can and will monitor any data on the network to 

ensure policy compliance and to aid in resolving networking issues g. Staff must ensure files 

containing sensitive information are labelled appropriately at all times. 

 h. Staff must ensure files containing sensitive information are protected appropriately with 

passwords and encryption when being taken off site. 

2. Student protection   

a. Staff must consult the IT support department to ensure that student identities/data being 

published to the public domain is compliant with legal and statutory guidance. 

b. Students must be supervised at all times when in an IT suite or using technology 

equipment when in school. 

 c. Staff must escalate misuse of the IT facilities and equipment by students in accordance 

with the school behaviour policy.   

d. Staff must provide all user names and passwords which involve student/parent 

communication to IT or SLT in the event of leaving. 
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3. Reporting Incidents   

a. A member of the IT support staff should be informed immediately of any websites 

accessible from within school that are unsuitable in any way for student or staff 

consumption. 

 b. A member of the IT support staff should be informed immediately of abuse of any IT 

system(s) - software and hardware - providing the location and names where possible   

c. A member of the IT support staff should be informed immediately of any inappropriate 

content suspected to be on the School’s IT systems. This may be contained in email, 

documents, pictures etc. 

 d. Any breaches, or attempted breaches, in security should be reported to a member of the 

IT support staff immediately.    

4. Contact  

a. Any external contact with students or any organisation/person in your professional 

capacity must be done through the school provided e-mail address or school phone. 

 b. Personal details such as home or mobile phone numbers or private e-mail addresses 

must never be given to students.  

5. Software, hardware, copyright and licensing 

 a. Staff must not attempt to install any software (e.g. executable files) or hardware on non-

portable equipment within the school. 

 b. All purchasing of hardware or software must be done through a member of the IT 

support staff so that compatibility can be checked, licensing can be maintained and any 

other implications can be determined. 

 c. Staff must respect copyright and must not use any information breaching copyright law. 

 d. Under no circumstances must any software from potentially illegal sources be installed 

on the school’s property. 

 e. Staff must not engage in activities that waste IT support time and resources. 

 f. Staff must take appropriate measures to ensure equipment is safe from accidental or 

deliberate damage and theft g. Staff must not use any personal software, hardware or 

devices with school equipment.   

6. Equipment Loaning (Cameras, Camcorders, etc.) 

a. Staff must book equipment at least 24 hours in advance. 

 b. Loaning of equipment cannot be guaranteed if an advance booking was not made. 
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 c. The IT Support department will not be responsible for any disruption to lesson plans that 

is a result of late or no booking of equipment. 

 d. Staff loaning equipment will be responsible for any damage caused during the loaning 

period. 

 e. Repair or replacement of equipment due to damage caused during a loaning period may 

be charged to the department that the member of staff belongs to. 

 f. Equipment must not be loaned for personal use unless authorised by the Headteacher. 

 g. Staff must ensure loaned equipment is kept in a safe location when not in use. 

 h. Staff loaning equipment must return them when finished with in the same useable state 

they were at the start of the loan period.    

7. Internet, E-Mail and General Use 

 a. Staff must only use their school provided e-mail address to communicate with students, 

parents, colleagues and other schools and organisations. 

 b. Staff must ensure that their professional digital identities are kept completely separate 

from their personal digital identities.  No school equipment can be used for personal 

activities  

c. Staff must not copy, save or redistribute copyright-protected material without approval. 

 d. Staff must not subscribe to any service or order goods and services unless specifically 

approved by the school. 

 e. Staff must not access sites that may be considered indecent and inappropriate. 

 f. Staff must never allow students to access their personal information on social networking 

or similar sites onsite. 

 g. Staff must check their school provided e-mail account on a daily basis during the working 

week where possible. Staff must adhere to the 48 Hour reply policy. 

 h. Staff must not set their school provided e-mail to automatically forward to personal 

addresses. 

 i. Staff must not use any school equipment to store, view or create material that may be 

deemed inappropriate.   

8. Mobile Phones (if applicable) 

 a. Staff must not use school phones for personal calls. 

 b. Staff loaning trip or call out mobile phones should return them once they are finished 

with. 
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 c. Staff must ensure that school mobile phones are kept in a secure location when not in 

use.  

9. ICT Facilities 

 a. Staff booking IT facilities must give at least a day’s notice to the IT support staff. 

 b. The IT support staff cannot guarantee that facilities will be available to book, especially 

when booking last minute. 

 c. Staff must ensure that all litter in the IT suites is binned. 

 d. Staff must ensure that all chairs are placed under the desks and computer equipment are 

left tidy and presentable ready for use by the next class.  

e. Staff must report all damage of the IT facilities and equipment to the IT support staff 

immediately. 

 f. Staff must report all equipment faults directly to the IT support staff within a few hours of 

discovering them. 

g. Staff must ensure that all technology systems are responsibly used by themselves and 

pupils. Any loss or damage to school IT system will result into monetary charge for repairs or 

replacement. 

The School will exercise its right to monitor the use of the School’s technology systems, 

including access to websites.  In addition, it will intercept e-mail and delete inappropriate 

materials where it believes unauthorised use of the School’s computer system is or may be 

taking place, or the system is or may be being used for criminal purposes or for storing 

unauthorised or unlawful text, imagery or sound.   

Serious, constant or multiple breaches of the Staff Acceptable Use Policy could result in 

disciplinary measures being taken as per the School’s Staff Discipline Procedure.  

I have read this agreement and agree with the rules and regulations. 

Name: ………………………………………………………………………………………. 

Position: ……………………………………………………………………………………. 

Signature …….………………….……………………………………………………… Date ……………………   

 


